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Section 1 – Overview

This document describes how an organization can establish a relationship of federated user identities with Microsoft Windows Live™ ID service, the user authentication service for Microsoft online resources such as MSN and the Windows Live services. 

A federated identity relationship is a standards-based relationship between organizations where user claims from one partner are passed to the other partner. This relationship enables users to sign in to the organization that manages their account, and after the user is authenticated, this information is passed to Windows Live ID.

After authentication information is forwarded from the partner to Windows Live ID, the user has access to MSN or Windows Live resources without requiring the user to sign in again to Windows Live ID.
Thus, federation of identities enables users to have seamless access to resources both on their account owner organization and Microsoft services that use Windows Live ID for authentication.

Section 1 provides the following:

· Definitions of terminology involved in federation. 

· High-level considerations useful for technical decision makers considering whether offering their users access to Windows Live services would be of value to their users, and whether federation offers benefits for their organization in providing these services to their users. 

· Descriptions of the interactions between the parties involved in a federated relationship. 

Section 2 contains the technical details necessary for establishing a federated relationship with Windows Live ID.

What is Windows Live ID?

Windows Live ID is the user authentication service for Windows Live services. Because all Windows Live services use this same trusted authentication provider, a user who is authenticated for one Windows Live service can seamlessly access other Windows Live services, without the interruption of being asked to provide sign-in information again.
Many Windows Live services such as blogging and social networking applications require users to be authenticated to function. This need is fulfilled by the use of digital identities. The Windows Live ID service is designed to manage these identities within the Windows Live ecosystem. 

In figure 1, Windows Live ID accepts user credentials (in this case, a user name and password), validates the credentials provided, and then generates a Windows Live authentication token. This token can be sent to a Windows Live service (Spaces, Messenger, Hotmail, etc.) to authenticate a user.

Figure 1  The standard Windows Live user authentication flow
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For more information about Windows Live ID, see Windows Live ID Service on MSDN® (http://msdn2.microsoft.com/en-us/library/aa479889.aspx).

What is Federation?

Federation is a trust-based agreement between two organizations with some common purpose—that authentication assertions from one party are recognized by the other party. 
Federation involves two parties – one party owns the identity and the other recognizes the identity that the other party authenticates. 
This trust relationship can be uni- or bidirectional. Windows Live ID is capable of playing either role: 
· allowing identities authenticated by third party to access resources in the Windows Live network

· authenticating Windows Live ID accounts so that those users can access resources in third-party networks

By establishing a federation of identities, an organization provides its users the ability to access resources not only on their network, but also on the federated partner network, such as the Windows Live services.

Thus, federation allows a trusted partner (an enterprise, telecom, ISP, university, or other organization) with a set of users whose identity they manage to allow their users access to Windows Live services, while still owning and controlling those user accounts.

Windows Live federation builds on the WS‑* Web service specifications (such as WS‑Trust and WS‑Security). These specifications work together to provide customizable security that leads to simpler design of interoperability, improved security, and simplified testing.

By using these industry-standard protocols, two partners can establish a secure relationship without requiring both partners to use identical hardware platforms or software infrastructure.

For more information about the WS‑Federation specification, see Understanding WS‑Federation in the MSDN library (http://msdn2.microsoft.com/en-us/library/bb498017.aspx).

Figure 2 shows trust boundaries between federated partners and services. 
Figure 2  Federation of identities between trusted partners
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The policies guide details of how authentication and authorization occur. For example, a Windows Live service might have a policy that requires SSL, a specific time window allowed for authentication, or a specific authentication method (such as biometric identification).

Benefits of Federation
Users benefit from a single sign on (SSO) experience where they enter credentials once. That information is then used to access resources offered by their identity provider network (account management, for example) and Windows Live network resources (services where Windows Live ID provides the authentication of users).

Organizations benefit by offering services of value to their users, without having to build or manage those services themselves.

A major benefit of federation is that accounts can be managed and maintained automatically. Although actions can be done using a proprietary API (the Identity Services API), creating and maintaining federation accounts can be done automatically using industry-standard tokens sent from the account partner to Windows Live ID.

Because of the design of the trust relationship, Windows Live ID accounts need not be explicitly set up, maintained, and deleted when the user is no longer affiliated with the partner. A mapping is created automatically between the federated partner credential, and a Windows Live ID when the user first accesses a protected Windows Live service. 
If a user discontinues their account with the federated partner, they can no longer sign-in with the account partner, and so cannot access Windows Live services using the federated partner’s credentials from that point forward because no authentication token will be sent to Windows Live ID.

Federation Architecture
Federation can be thought of as a trust-based agreement between two organizations that lets one partner control its own users’ accounts (this partner is termed the identity provider) while the other partner relies on the authentication done by the federated partner to grant access to resources (this partner is the relying party).

In this context, a user’s identity is defined by a set of claims. A claim is a statement that a server makes (for example, name, identity, key, group, permission, or capability) about a client user. So the common purpose of identity federation is the sharing of identity claims. 

Windows Live ID Federation allows authentication data from the account partner (the partner that manages the user account) to be transformed into a standard format (SAML, an open standard XML format that is used to communicate authentication information across security domains) that is transmitted as specified in the WS‑* specifications. 

Figure 3 shows the general flow of claims information between trusted partners that form a federation of identities. Windows Live ID receives the claims and transforms the information in them to a format usable by the Windows Live services.
Figure 3  Federation of identities between partners
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This claims transformation allows information that is in the format used by the federated partner to be changed into SAML format (outgoing claim transform) that Windows Live ID receives and transforms (incoming claim transform) into the format Windows Live ID uses to send to Windows Live services.
Windows Live ID Identity Federation
Windows Live ID identity federation is a standards-based relationship between Microsoft Windows Live ID service and trusted third-party partners.

The purpose of establishing this cooperative relationship is to share a user’s digital identity across the Internet. This sharing of authentication information can provide (among other features) a streamlined, Web single sign on and smart client experience for the user.

Figure 4 shows the sequence of actions after a user whose account is managed by a federated partner has requested access to a Windows Live service.

Figure 4  Flow of user authentication information 
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These actions are indicated by the arrows in the illustration:
1. The user sends credentials to their identity provider (IP). A user provides their username and password to the federated partner (the partner that owns the user account). The federated partner Security Token Service (STS) generates an IP token and returns it to the user. The purpose of an IP/STS is to issue security tokens.
2. The IP token is sent to Windows Live ID. The token from the federated partner is converted to a Windows Live service token from information about the user in the token. 
The token sent to Windows Live ID has a unique identifier for the user (used for mapping that user to their Windows Live services data and settings). The token also has an identifier Windows Live services use for that user, such as somebody@contoso.com. 

Windows Live ID uses the unique identifier in the token to determine whether this is a new user or a user who has previously accessed Windows Live services.
On the first visit for a user, the Windows Live ID service maps the federated user account to a Windows Live user ID. Windows Live services across the network will then use this Windows Live user ID when storing and retaining personalized content, such as buddy lists and preferences so that these can be accessed by the user on subsequent sign-in sessions. 
Note  In addition to mapping a federated user to their personalized Windows Live content, information sent to Windows Live ID in the token is also used for keeping account information current, such as account renaming, account conversion, and profile updating. These scenarios are described in Section 2.
3. The converted token is sent to the Windows Live service. Windows Live ID accepts the federated user sign in and converts those credentials into a Windows Live token that Windows Live services expect.

The token is sent to the Windows Live service the user originally wanted to access.
For a federated sign-in, as shown in figure 4, the federation partner issues a token for the authenticated user to Windows Live. For an ordinary Windows Live ID sign-in, a user sends their Windows Live ID credentials (username and password) directly to the Windows Live ID service.

For either type of sign-in, the Windows Live service requested by the user obtains the same Windows Live token format. 

Data Flows

This section shows the data flows for Web-based sign-in and smart client sign-in. Other actions such as renaming accounts, converting accounts, updating profile information, and sign-out are described in Section 2.
Web Browser Sign-in Data Flow

A Web-based sign-on is the main point of communication for many federated identity scenarios between partner organizations. 

In Figure 5, the federated partner is the account partner. A user trying to access a Windows Live service from a browser is redirected to sign in to the identity provider (IP).

After the user signs in, information about the user is sent from the IP to Windows Live ID, where it is converted to a Windows Live ID authentication token that is sent to the Windows Live service the user originally requested.

Figure 5  Web sign-in data flow
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The steps in Figure 5 correspond to the following actions:

3. The browser tries to access a protected Windows Live service, such as Hotmail.

4. The resource redirects the browser to the Windows Live resource's identity provider, which is always Windows Live ID.
5. Windows Live ID determines which partner owns the user account (that is, whether the user is a federated user or a Windows Live ID user). This is referred to as realm discovery.
6. If the user is a federated user, as in this example, Windows Live ID sends the user back to the identity provider (the federated partner).
7. The federated partner displays UI that requests authentication data from the user (user name and password, typically).

8. The user signs in by providing a user name and password.

9. The federated partner provides the authentication token to Windows Live ID by redirecting the user's browser and autoposting the token.

10. Windows Live ID returns an authentication token for the requested Windows Live service to the user's browser.
The token for the requested Windows Live service (Hotmail, in this example) is sent to that service.

11. The service originally requested in step 1 returns the requested result to the user's browser. In this example, Hotmail returns the user's inbox.

All steps in this list may not be required if a user is already authenticated. In that case, after the user accesses a Windows Live service (step 1), that service returns personalized content for that user (step 9) without requiring the intermediate steps to authenticate the user be done.

Note  Figure 11 represents the sequence of messages sent and received in figure 5. 
Smart Client Sign-in Data Flow

This section describes the information sent between a smart client application from a federated partner and Windows Live ID.

Software running locally on a PC or mobile device does the steps to send a user to their identity provider for authentication differently than is done in a browser-based Web application where the browser is silently redirected to the user’s IP so the user can sign-in.

For this example we use Windows Messenger as the smart client, but this can be another Windows application or mobile device application.

Figure 6  Smart Client Sign in Data Flow
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User Experience 

This section describes the user’s experience during a federated sign-in for a user accessing a Windows Live service from a Web browser or from a smart client application. 
Also, the experience differs depending on whether that user has already been authenticated, in which case the user might not be required to sign-in again.
For example, if an account partner is using ADFS (Active Directory Federation Services) as their authentication service, users are authenticated when they sign into the network and are not prompted again for credentials after signing in.

For more information about federation with Windows Live ID when using ADFS, see the ADFS Setup for Windows Live ID white paper.
Web Browser Sign-in
When a user accesses a protected resource by using a browser, the user may be redirected to a sign-in screen. 
Figure 7  Web sign-in screen
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To sign in, the user can choose to enter their Windows Live ID account name and password.

Alternatively, to perform a federated sign in, the user can select Partner ID from the Sign in with drop-down list (Figure 8).
Figure 8  Web sign-in with Partner Account

[image: image8.png]ﬂ Windows Live

Sign up

Help

I Windows Live 1D

Works vith MSN, Office Live, and
Microsoft Passport sites.

©2007 Microsoft Corporation  About  Privacy  Trademarks

Have an MSN Hotmail, MSN Messenger, or Passport
account? It's your Windows Live ID.

o

Enter your e-mail address to sign in with your Partner ID. Learn

E-mail address:
(examplesssehotmail.com)

Remember me on this computer (7)

Go thare.

Use enhancad sscurity

Account | Help Central | Fesdback





When the user chooses to sign in using their partner ID, the user enters their partner e-mail address in the E-mail address text box. 

When the user clicks Go there, Windows Live ID forwards the user to the account partner sign-in page, where the user enters their account and password information.

Figure 9  User signs in with Federated Partner Account
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Smart Client Sign-in
When a user accesses a Windows Live service from a smart client application or mobile device (software other than a browser), the user will not see any redirects as is done during a browser sign-in.

Figures 10, 11, and 12 show the sequence of screens a user sees when signing in using a federated partner ID.

The exact user experience depends on how that application is designed. The following screens represent the generalized sign-in experience on smart client applications.

A federated user and Windows Live ID user use the same sign in screen to sign in with a smart client, as shown in figure 10.

Figure 10  Smart client sign-in
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Figure 11  Client choosing the sign-in method
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Figure 12  Client sign-in using Partner ID
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Section 2—Implementation Procedures
This section contains information for administrators and developers about setting up and implementing a federated identity trust relationship with the Windows Live ID service. It contains details about:

· Establishing trust - setting up and administering a federated identity trust relationship.

· Authenticating users - exchanging authentication claims in order to sign in and sign out users.
· User account and profile management - exchanging user data using token-based messages or API calls.
Establishing Trust
An organization that wants to establish a federated partner relationship should:

· Work with the Windows Live ID business development team to set up a business agreement contract.

· Work with the Windows Live business desk to set up the business relationship details, such as notifying Windows Live ID of the URLs and X.509 certificates.
Information that Partners Provide to Windows Live ID 

The following information is required from the partner to establish the trust relationship. A sample value is provided.
· Domain name – the DNS name of the domain (for example, Contoso.com)
· Web login URL – URL of the web sign-in page (for example, http://contoso.com/logon.aspx)
· Smart client login URL – URL of the security token service (STS) for smart client sign-ins (for example, http://contoso.com/stsauth.svc)
· Logout URL – URL of the Web sign-out routine (for example, http://contoso.com/logout.aspx)
· Partner URI – the “Issuer” field in SAML login tokens (for example, urn:Contoso.com)  

· X.509 Token-signing certificate – the certificate used to sign authentication tokens.
· Partner Friendly Name – name used to refer to the partner on Windows Live UI pages such as the sign-in realm discovery shown in Figure 9 (for example, Contoso).
Information that Windows Live ID Provides to Partners

Windows Live ID similarly needs to provide partners with an X.509 certificate and URLs. This information will be in a WS-Federation metadata document hosted behind SSL using an X.509 certificate issued by a Certificate Authority trusted by both parties. Microsoft will provide the specific URL to partners.

The WS-Federation metadata document conforms to section 3 of the current WS-Federation draft specification (http://specs.xmlsoap.org/ws/2006/12/federation/ws-federation.pdf).
Authenticating Users

Windows Live ID uses the WS-Federation Passive Requestor Profile for Web sign-in and extensions to the WS-Trust specification for smart client sign-in (and all the WS‑* specifications on which they depend, such as WS‑Security, WS‑SecureConversation, and WS‑Policy). 
The messages exchanged for Web-based and smart client sign-in are described in the following sections. The Appendix contains examples of the actual HTTP messages exchanged with the partner for both types of sign-in.
Web Browser Sign-in
Figure 13 shows the sequence of messages sent between parties during a Web sign-in. In this example, a federated user accesses a Windows Live service (Hotmail). This figure is a more detailed diagram of the Web sign-in example shown in Figure 5.
Figure 13  Sign-in diagram
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The following steps explain the sequence of events in Figure 13:
12. A user tries to access a protected Windows Live service such as Hotmail.

13. The resource redirects the browser to the Windows Live resource's identity provider, which is always Windows Live ID.
14. The browser requests a sign-in token from Windows Live ID.

3.1 Windows Live ID determines which partner owns the user account (that is, whether the user is a federated user or a Windows Live ID user). This process is referred to as realm discovery.

15. If the user is a federated user, as in this example, Windows Live ID sends the user back to his or her identity provider (the federated partner).

16. The browser goes to the user's authentication service (in this example, the user's account is managed by the federated partner).
5.1
The federated partner requests authentication credentials from the user (for example, user name and password).

17. The federated partner returns the authentication token to the user's browser and redirects.
18. The browser posts the token from the federated partner's IP/STS to Windows Live ID.

19. Windows Live ID returns an authentication token for the requested Windows Live service to the user's browser.

20. The user’s browser sends the authentication token to the requested Windows Live service (Hotmail, in this example).

21. The service that was originally requested in step 1 returns the requested result to the user's browser. In this example, Hotmail returns the contents of the user's Inbox.

The arrows on the right side of the diagram indicate action pairs (for example, requesting access to an Inbox and receiving access to the Inbox). Thus, some of the intervening steps can be skipped in certain scenarios, such as if a user is already authenticated.

Smart Client Sign-in
Figure 14 shows the sequence of messages between parties in a federated sign-in for a smart client application.
Figure 14  Smart client sign-in
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The following steps explain the sequence of events in Figure 14:
1. Windows Live Messenger (the client application in this example) sends the username to the Windows Live IP/STS to determine the user's realm.

2. Windows Live IP/STS returns realm information for the federated partner.

3. Windows Live Messenger sends sign-in credentials (username and password) to the federated partner IP/STS.

4. The federated partner IP/STS returns the federated  sign-in token.

5. Windows Live Messenger sends the federated sign-in token to the Windows Live ID IP/STS.

6. Windows Live ID IP/STS returns the Windows Live Messenger sign-in token.

7. Windows Live Messenger client sends a WL messenger sign in token to the Windows Live Messenger service.

8. The Windows Live Messenger service grants access to the service.

Web Browser Sign-out
A Web-browser sign-out entails deleting any cookies containing authentication information from the user’s computer.
In the following example, a user clicks Sign out on the Hotmail page. A user can also sign out from the partner's site; for information about that sign-out scenario, see the WS-Federation specification.

Figure 15  Sign-out diagram
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1. The user clicks Sign out. In the diagram, the user signs out on the Hotmail page.

2. Hotmail redirects to its IP, which is Windows Live ID.

3. Windows Live ID performs some initial cleanup.

4. Windows Live ID redirects to the sign-out routine on the partner’s IP.

5. The partner begins its sign-out routine by deleting any cookies for its own sign-in site.

6. The partner sequentially redirects the user's browser to the partner’s sign-out routine. 

Note  For simplicity in this example, the partner redirects to only one service (Windows Live ID). However, the partner could have signed the user into other partners in addition to Windows Live ID, and would redirect to these partners in turn. For additional information, see the WS-Federation Passive Requestor Profile specification.
7. Windows Live ID completes its sign-out routine, deleting any cookies for the user.

8. Windows Live ID sends a “clean-up complete” message to the user's browser.

Smart Client Sign-out
A smart client can store authentication information in some type of cache (similar to how a Web browser uses cookies to store this information). A smart client can clear out this cached authentication information when a user requests a sign out within the smart client application.

Thus, no communication is required between the smart client application and the federated partner IP/STS, Windows Live ID IP/STS, or the actual service itself to sign a user out of a smart client application.
User Account and Profile Management
In addition to sign-in and sign-out, several other common scenarios occur in a federated identity relationship. Actions relating to these scenarios can be accomplished using information passed to Windows Live ID either in an authentication token or by means of an API call, or both.

The following user account profile and management scenarios can be done by using sign-in tokens or API methods:

· account creation

· account rename (only by means of tokens)
· profile updates 

· account conversion

· account separation (only by means of the API)
Account Creation

A federated identity involves an association between the user's account with his or her IP and a unique Windows Live ID identifier. 

This mapping between identities on both systems is created automatically when a user from a federated namespace accesses a protected Windows Live service. The authentication token for a new federated user causes Windows Live ID to create a new “shadow account” as a container for the user’s personalized Windows Live data.
This allows a particular user’s personalized content (buddy lists, contacts, Inbox) to be persisted and restored when the user returns to Windows Live services on subsequent visits.

Note  The shadow account is not a standard Windows Live ID account. There is no password for it and thus the federated user cannot sign in directly to Windows Live ID.

Account Rename

Some Windows Live services display the user account name in their user interfaces. This is used either for personalizing the service for the user or for allowing the user to have interactions with other users on the network based on the user name, such as adding a buddy to a Messenger buddy list.

Federated partners may change a user account name—for example, change from bob@fabrikam.com to robert@fabrikam.com. Account renames are detected automatically from information in the authentication token sent to Windows Live ID. 

Windows Live ID updates the account name so that it can continue to map the federated user to his or her personalized data and not treat the new account name as if it represented a new user.

When an account name change occurs, the account renaming detected in the authentication token flows through to the consuming service so that the service automatically displays the correct user name.

Profile Updates

In the Windows Live network, profile information such as date of birth may be required by a Windows Live service that uses age-based logic. For example, some services may be restricted to users under a certain age.

Also, some resources may require the country of the user, since some services may not be available in all markets.

Federated partners have the ability to share this profile information with Windows Live so that Windows Live does not have to independently gather this information.

Account Conversion

Windows Live ID accounts use an e-mail address as the user name (such as example@msn.com or someone@hotmail.com). A user may also create a Windows Live ID account by using an existing e-mail address not affiliated with Microsoft, such as someone@contoso.com. 

If the organization that owns the contoso.com domain subsequently establishes a federation with Windows Live ID, that organization chooses what do with Windows Live ID accounts that already exist for that namespace. It may choose to do one of the following:
· Clear out existing Windows Live ID accounts that use the domain. In this case, newly federated users who access Windows Live services start with a new federated account.
Users who have been evicted from a newly-reserved domain will be forced to change their username to a different domain the next time they sign in.

· Convert existing Windows Live ID accounts into federated accounts that the federated organization will then control and manage. After conversion, users can access their existing Windows Live content after signing in with the federated account partner (these users do not sign in directly to Windows Live ID).

Account Separation

Account separation enables federated users to access their Windows Live data even if they end their relationship with the federated account partner. 
After that relationship ends, these users no longer sign in to the account partner and therefore cannot access personalized Windows Live content by means of an authentication token sent to Windows Live ID by the partner.

Users can retain access to their Windows Live data by converting their federated account into a standard Windows Live ID account. They establish a Windows Live ID password in order to sign in directly to Windows Live ID.

Windows Live ID Federation Integration Options
Partners can interact with Windows Live ID in two ways in order to accomplish the previously described scenarios:

· By the data contained in partner authentication tokens (a standards-based interaction)

· By using IDSAPI, an optional API proprietary to Microsoft.
In a federated identity system, the account partner owns and manages its user accounts. Pertinent changes to a user account are communicated in the authentication token that the partner sends to Windows Live ID, such as an e-mail address rename (e-mail address is used as user name in Windows Live ID).

A partner makes account changes to its database when a user makes a change online at an account services portal or calls a customer service representative to add or change information about his or her account.

Windows Live ID is notified of new or changed account information when a federated user tries to access a Windows Live resource. At that point, Windows Live ID uses information in the authentication token to create or modify user accounts.
A partner can also create or modify user accounts by using the Identity Services API (IDSAPI). 

The following sections contain detailed information about how to implement these two options.

Using Tokens for User Account and Profile Management
The sign-in tokens that partners send to Windows Live ID are the default way to set up and manage user accounts in the Windows Live backend. 

When a user whose account is managed by a federated partner accesses a Windows Live service, the federated partner (as the IP) authenticates the user and passes the information to Windows Live ID in a token.

The token the partner sends Windows Live ID contains claims (assertions) about the user, including:
· User ID – a unique, immutable identifier for this user.
· User name – the account name for the user. On the Windows Live network, this is the user’s email address.
· Profile data - information such as country or date of birth (optional).
Note  User’s credentials such as password are not sent.
Windows Live ID uses information in the token for the account management scenarios described below.
Account Creation 
When a federated user accesses a Windows Live service, Windows Live ID receives an authentication token from the user’s IP and examines the user ID. 
· If Windows Live ID determines that this is a new user ID (in other words, if this is the first time a particular federated user has accessed a protected Windows Live resource), Windows Live ID creates a shadow account for this federated user. 

Windows Live ID creates a shadow account using the unique user ID. This allows Windows Live ID to store persistent data for that user (such as a buddy list in Windows Live Messenger).

· If Windows Live ID already has a shadow account created for that user ID, it sends that user ID as the user’s unique Windows Live ID identification to the Windows Live service that the user requested.

Account data for the existing account may be updated according to the information contained in the ticket (see Profile Updates).
The following is an excerpt of a token that creates a new account. A valid token having a new user ID not seen before creates a new account. The token must also contain a valid e-mail address for the user (user ID and e-mail address can be the same).

<saml:Subject>

    <saml:NameIdentifier Format="http://schemas.xmlsoap.org/claims/UPN">user@contoso.com</saml:NameIdentifier>

</saml:Subject>

…

<saml:Attribute AttributeName="EmailAddress" AttributeNamespace="http://schemas.xmlsoap.org/claims">

<saml:AttributeValue>user@contoso.com</saml:AttributeValue>

</saml:Attribute>

Account Rename 
When the Windows Live ID service receives a sign-in token for a particular user ID, it checks to see whether the user name for this user ID is different from the user name it currently has associated with that unique user ID. If it has a different user name for this user ID, the Windows Live ID service updates the user name in its records to match the one provided in the token.

An account is renamed if a token for an existing user ID (the UPN field) has a new e-mail address.
Note  The UPN is immutable and must be different from the EmailAddress in order to support renames.

<saml:Subject>

<saml:NameIdentifier Format="http://schemas.xmlsoap.org/claims/UPN">user@contoso.com</saml:NameIdentifier>

</saml:Subject>

…

<saml:Attribute AttributeName="EmailAddress" AttributeNamespace="http://schemas.xmlsoap.org/claims">

<saml:AttributeValue>user@contoso.com</saml:AttributeValue>

</saml:Attribute>

Profile Updates 
An authentication token that a federated partner sends to Windows Live ID can contain profile data about the user represented by the token—data such as date of birth or country.
Windows Live ID compares the profile data in the token to the profile data that Windows Live ID has stored for that user ID. If there is new data for that user, the profile data is updated automatically. 

Windows Live ID can receive the following profile data in a token: 
· Terms of Use (TOU) Version (required to use Windows Live services)
· Country, State, Zip (a location may have site-specific, age-based content requirements. This information is also required for creating a Windows Live ID password for the account separation scenario.)
· Birth Year (required for site-specific, age-based content)
· First Name, Last Name (required for site-specific personalization)
· Alternate Email (used for creating a Windows Live ID password for the account separation scenario)
The following excerpt is from a token that provides the Terms of Use:

<saml:Attribute AttributeName="Authorization_CS.WinLiveTOUVersion" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>4</saml:AttributeValue>

</saml:Attribute>
The following excerpt is from a token that provides the Country, State, Zip:

<saml:Attribute AttributeName="Addresses_CS.Home.Country" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>US</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute AttributeName="Addresses_CS.Home.Region" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>35841</saml:AttributeValue>

</saml:Attribute>
<saml:Attribute AttributeName="Addresses_CS.Home.PostalCode" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>98052</saml:AttributeValue>

</saml:Attribute>
The following excerpt is from a token that provides the user’s birth year:

<saml:Attribute AttributeName="Personal_CS.Birthdate" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>2:2:1969</saml:AttributeValue>

</saml:Attribute>
The following excerpt is from a token that provides the first name and last name:

<saml:Attribute AttributeName="Personal2_CS.Name.First" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>Nancy</saml:AttributeValue>

</saml:Attribute>
<saml:Attribute AttributeName="Personal2_CS.Name.Last" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>Anderson</saml:AttributeValue>

</saml:Attribute>
The following excerpt is from a token that provides the alternate e-mail address:

<saml:Attribute AttributeName="AlternateEmail" AttributeNamespace="http://schemas.xmlsoap.org/claims">

    <saml:AttributeValue>example@contoso.com</saml:AttributeValue>

</saml:Attribute>
Note  Windows Live ID accepts only new profile data, not updates to existing profile data. This is because users can also update their profile data on the Windows Live ID network and synchronization problems can occur where updates cancel later changes.

Account Conversion 
If the e-mail address in a token matches an existing Windows Live ID account username, the account conversion user interface (UI) is displayed for the user to resolve.
<saml:Attribute AttributeName="EmailAddress" AttributeNamespace="http://schemas.xmlsoap.org/claims">

<saml:AttributeValue>user@contoso.com</saml:AttributeValue>

</saml:Attribute>

Figure 16 shows the account conversion UI. Users are given a choice of merging their existing Windows Live ID account with their federated account (so they can access their existing Windows Live data from the federated account) or keeping them as separate accounts.

Figure 16  Account Conversion UI 
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Using IDSAPI for User Account and Profile Management
The Windows Live ID Identity Services API (IDSAPI) is a proprietary set of SOAP methods that partners can use for creating and modifying Windows Live ID accounts. IDSAPI provides an alternative to using tokens to accomplish certain scenarios. 
This section contains a brief description of some IDSAPI method calls in federation scenarios. For more detailed information about IDSAPI, see the IDSAPI documentation.

There are several reasons that a partner might choose to use IDSAPI methods:

· An existing Windows Live ID partner who already uses IDSAPI may want to use it for implementing identity federation as well in order to do the federation integration by reusing much of their existing code.
· A partner may want to keep their user-account data synchronized with Windows Live ID. (By default, the only time Windows Live ID knows about the creation of or changes to a user’s account is when the authentication token is sent that has the updated information.)

All calls to IDSAPI must be encrypted by using certificates that the partner obtains from Microsoft.
Account Creation 
A partner can use the IDSAPI CreatePassports method to create new accounts. CreatePassports has the following signature.
public string[] CreatePassports(

   string[] pbstrAccountXMLArray,

   eTRANSACTION etFlags,

   out string pbstrErrorBlob

);

In the pbstrAccountXMLArray parameter, the UPN field represents the federated user ID. The Name field (which is optional) is the user’s e-mail name. If not specified, the Name that is stored in the Windows Live ID database is the UPN value.
<p:userData xmlns:p="http://schemas.microsoft.com/Passport/User">

  <p:credential type="Web">

    <p:property name="Name">user@fabrikam.com</p:property>

    <p:property name="UPN">12345@fabrikam.com</p:property>

  </p:credential>

</p:userData>
Profile Updates 
Partners can use the IDSAPI UpdateProfile method to add profile data to a Windows Live ID account. UpdateProfile has the following signature.
public void UpdateProfile(string[] pbstrProfileXMLArray); 
The pbstrProfileXMLArray parameter value includes the names of the properties to be updated and their new values.

<p:userData xmlns:p="http://schemas.microsoft.com/Passport/User">
  <p:dataOwner>0003000080001003</p:dataOwner>
    <p:propertyCollection name="Addresses_CS">
      <p:property name="Work.City">Redmond</p:property>
    </p:propertyCollection>
</p:userData>
Account Conversion 
Partners can use the IDSAPI UpdateCredential method to convert an existing Windows Live ID account into a federated account for the same user, if the Windows Live ID account is an e-mail address owned by the federated partner.
public void UpdateCredential(string bstrCredXML);

The bstrCredXML parameter must include the UPN field. The UPN field indicates the federated partner's immutable user ID for the user. The NETID field indicates the user's immutable Windows Live ID and the ID of the account to be converted.
<p:userData xmlns:p="http://schemas.microsoft.com/Passport/User">

    <p:credential type="Web">
        <p:property name="NETID">00030000800B9901</p:property>
        <p:property name="UPN">user@fabrikam.com</p:property>

    </p:credential>

</p:userData>

Account Separation
When a user contacts the federated partner’s customer service to cancel his or her account with the partner, the customer service representative can invoke a procedure that generates an e-mail message to the user. This allows a user to retain Windows Live personalized data by converting the federated account to a standard Windows Live ID account.

Partners can use the IDSAPI DeleteCredentialEx method to cause the Windows Live ID service to send users such a message.
The DeleteCredentialEx method has the following method signature.
void DeleteCredentialEx(tagPASSID PassIDIn, string bstrOptionalParams);

The OptionalDeleteParams parameter has the following XML data.
< Options>
  < Federated>
    <RemoveFedType>1</RemoveFedType>

  </ Federated>

</ Options>
A RemoveFedType value of 1 must be used, as shown above, for the Windows Live ID service to initiate the account-separation process. An e-mail is sent to the user providing a link to the account-separation mechanism. 
If the RemoveFedType value of 1 is not used, the method will delete the shadow account and the user will never be able to convert their account to a Windows Live ID account.
Appendix

This appendix contains a sample token and sample messages that show the typical information sent between federated partner organizations. It also contains a list of references to relevant documents and specifications for additional information.
Sample Token
The following is a sample sign-in token.
<wst:RequestedSecurityToken>

  <saml:Assertion MajorVersion="1" MinorVersion="1"

  AssertionID="saml-eb29eb6f-a66f-4919-b811-c8095bc5631b" Issuer="urn:federation:ppmt"

  IssueInstant="2007-01-29T23:47:59.859Z" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">

    <saml:Conditions NotBefore="2007-01-29T23:47:59.859Z"

NotOnOrAfter="2007-01-30T23:47:59.859Z">

      <saml:AudienceRestrictionCondition>

        <saml:Audience>uri:WindowsLiveID</saml:Audience>

      </saml:AudienceRestrictionCondition>

    </saml:Conditions>

    <saml:Advice></saml:Advice>

    <saml:AuthenticationStatement

AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password" AuthenticationInstant="2007-

01-29T23:47:59.859Z">

      <saml:Subject>

        <saml:NameIdentifier

Format="http://schemas.xmlsoap.org/claims/UPN">

          user@contoso.com</saml:NameIdentifier>

        </saml:Subject>

    </saml:AuthenticationStatement>

    <saml:AttributeStatement>

      <saml:Subject>

        <saml:NameIdentifier

Format="http://schemas.xmlsoap.org/claims/UPN">

          user@contoso.com</saml:NameIdentifier>

        </saml:Subject>

      <saml:Attribute AttributeName="EmailAddress"

AttributeNamespace="http://schemas.xmlsoap.org/claims">

      <saml:AttributeValue>user@contoso.com</saml:AttributeValue>

      </saml:Attribute>

    </saml:AttributeStatement>

    <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

      <SignedInfo>

        <CanonicalizationMethod

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></CanonicalizationMethod>

        <SignatureMethod

Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"></SignatureMethod>

        <Reference URI="#saml-eb29eb6f-a66f-4919-

b811-c8095bc5631b">

          <Transforms>

            <Transform

Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"></Transform>

            <Transform

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></Transform>

          </Transforms>

          <DigestMethod

Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>

          <DigestValue>QwFNFgDXiixYU4dPx/OiW/ljZ0k=</DigestValue>

        </Reference>

      </SignedInfo>

      <SignatureValue>

        smV9pEH0vxnqsCjLIYSKAmMK09qTXH9eL4sxIbTxGeO7WilUWL8HuMjidYzy84Hwq4a

HX/F4GKD9IIfJVyckRJD4cgNxyIwsI/hg8AMu3XTlAw7ser77TZl0XN4mUl4nmYYMNiM7eKAxiMdRtrIzPBy

        KtPEDQt2aXLJZxYbrvI4=

      </SignatureValue>

      <KeyInfo>

        <X509Data>

          <X509Certificate>



          </X509Certificate>

        </X509Data>

      </KeyInfo>

    </Signature>

  </saml:Assertion>

</wst:RequestedSecurityToken>
Please note the following about token values:

· Issuer value must match the Partner URI value the partner provided when establishing trust (see Information that Partners Provide to Windows Live ID).
· AuthenticationMethod can be urn:oasis:names:tc:SAML:1.0:am:password or urn:federation:authentication:windows (used by ADFS when issuing tokens).
· Windows Live ID  accepts NameIdentifier only in this format: 
Format="http://schemas.xmlsoap.org/claims/UPN"
· All login tokens must contain the EmailAddress attribute. This value can be the same as the NameIdentifier attribute but not if the issuer wants to support account renames.
Sample HTTP Flows 
The following sections provide detailed information about sign-in and sign-out.
Web Sign-in HTTP Flow

Figure 17 shows the key steps in a Web browser sign in. This figure is a view of figure 13 that shows the HTTP messages for the steps of interest to the federated partner (steps 5 and 7) after the diagram.
Figure 17  Web sign in
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Message 5 - Requestor IP/STS Token

Step 5 shows the HTTP message after Windows Live ID redirects to the partner.

GET /adfs/ls/auth/integrated/clientlogon.aspx?wa=wsignin1.0&wtrealm=uri:WindowsLiveIDDevE&wctx=id=2000 HTTP/1.1

Message 7 - POST requestor token
Step 7 shows the HTTP message after the partner redirects to Windows Live ID.

POST /login.srf HTTP/1.1

wa=wsignin1.0&wresult=<<the actual token data is here>>&wctx=id%3D2000
Web Sign-out HTTP Flow

Figure 18 shows the key steps in a Web browser sign-out when the user clicks to sign out from a Windows Live service (Hotmail, in this example). This figure is a view of figure 15 that shows the HTTP messages for steps of interest to the federated partner (steps 5, 7 and 8) after the diagram.

Note  Refer to the WS-Federation Passive Requestor Profile specification for a sample sequence of HTTP messages sent during a Web-based sign-out when the user chooses to sign out from the federated partner site.
Figure 18  Web sign out
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Message 5 - Sign-out

GET /adfs/ls/clientlogon.aspx?wa=wsignout1.0&lc=1033 HTTP/1.1

Message 7 – Clean-up at Service 1
GET /login.srf?wa=wsignoutcleanup1.0 HTTP/1.1

Message 8 – Clean-up complete

If the clean-up routine on Windows Live ID is a success:

1. If the partner is displaying the Windows Live ID sign-out routine in an IFrame (e.g., ADFS), the partner should not specify a return URL in message 7 (as is shown in this trace).

2. If the partner has redirected the entire page to the Windows Live ID sign-out routine, the partner can specify a return URL to which Windows Live ID will redirect back (via the wreply parameter of message 7) after completing the Windows Live ID sign-out routine.  However, this is not recommended as there could be rare cases where Windows Live ID has a nested federation with a third-party resource provider in which it will just show the results of the partner’s sign-out in an IFrame and cannot redirect back.  

This is because Windows Live ID has no way of knowing whether or not the partner’s sign out succeeded and so must just display the IFrame and cannot redirect back to the federated account partner.

If there are failures (very rare), Windows Live ID will display error information on the page and not redirect back to the return URL specified by the partner.
Sample Smart Client Sign-in
Figure 19 shows messages in a federated sign-in for a smart client application (also referred to as the active profile). In this example, the federated partner is the account partner.
Figure 19  Smart client sign-in.
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Message 1 - Federated IP/STS Token RST (Request – contains username/password)
<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:wsa="http://www.w3.org/2005/08/addressing" xmlns:wssc="http://schemas.xmlsoap.org/ws/2005/02/sc" xmlns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">

  <s:Header>

    <wsa:Action s:mustUnderstand="1">http://schemas.xmlsoap.org/ws/2005/02/trust/RST/Issue</wsa:Action>

    <wsa:To s:mustUnderstand="1">HTTPS://wlid-adfs.wlid.extest.microsoft.com:443//wcfsts/service.svc</wsa:To>

    <wsa:MessageID>1170114540</wsa:MessageID>

    <ps:AuthInfo xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" Id="PPAuthInfo">

      <ps:HostingApp>{DF60E2DF-88AD-4526-AE21-83D130EF0F68}</ps:HostingApp>

      <ps:BinaryVersion>5</ps:BinaryVersion>

      <ps:UIVersion>1</ps:UIVersion>

      <ps:Cookies></ps:Cookies>

      <ps:RequestParams>AQAAAAIAAABsYwQAAAAxMDMz</ps:RequestParams>

    </ps:AuthInfo>

    <wsse:Security>

      <wsse:UsernameToken wsu:Id="IDCRLUNT1">

        <wsse:Username>user@contoso.com</wsse:Username>

        <wsse:Password>*********</wsse:Password>

      </wsse:UsernameToken>

      <wsu:Timestamp Id="Timestamp">

        <wsu:Created>2007-01-29T23:48:59Z</wsu:Created>

        <wsu:Expires>2007-01-29T23:53:59Z</wsu:Expires>

      </wsu:Timestamp>

    </wsse:Security>

  </s:Header>

  <s:Body>

    <wst:RequestSecurityToken Id="RST0">

      <wst:RequestType>http://schemas.xmlsoap.org/ws/2005/02/trust/Issue</wst:RequestType>

      <wsp:AppliesTo>

        <wsa:EndpointReference>

          <wsa:Address>wlid-adfs.wlid.extest.microsoft.com:443//wcfsts/service.svc</wsa:Address>

        </wsa:EndpointReference>

      </wsp:AppliesTo>

    </wst:RequestSecurityToken>

  </s:Body>

</s:Envelope>

Message 2 - Federated IP/STS Token RSTR (Response – contains SAML IP/STS token) 

<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

  <s:Header>

    <a:Action s:mustUnderstand="1">http://schemas.xmlsoap.org/ws/2005/02/trust/RSTR/Issue</a:Action>

    <a:RelatesTo>1170114540</a:RelatesTo>

    <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

      <u:Timestamp u:Id="_0">

        <u:Created>2007-01-29T23:47:59.875Z</u:Created>

        <u:Expires>2007-01-29T23:52:59.875Z</u:Expires>

      </u:Timestamp>

    </o:Security>

  </s:Header>

  <s:Body>

    <wst:RequestSecurityTokenResponse xmlns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">

      <wst:TokenType>urn:oasis:names:tc:SAML:1.0</wst:TokenType>
      <wst:RequestedSecurityToken>

      <!-- SECURITY TOKEN IS HERE -->

      </wst:RequestedSecurityToken>

      <wsp:AppliesTo xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">

        <EndpointReference xmlns="http://www.w3.org/2005/08/addressing">

          <Address>wlid-adfs.wlid.extest.microsoft.com:443//wcfsts/service.svc</Address>

        </EndpointReference>

      </wsp:AppliesTo>

      <wst:RequestedAttachedReference>

        <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

          <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#SAMLAssertionID">saml-eb29eb6f-a66f-4919-b811-c8095bc5631b</o:KeyIdentifier>

        </o:SecurityTokenReference>

      </wst:RequestedAttachedReference>

      <wst:RequestedUnattachedReference>

        <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">

          <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#SAMLAssertionID">saml-eb29eb6f-a66f-4919-b811-c8095bc5631b</o:KeyIdentifier>

        </o:SecurityTokenReference>

      </wst:RequestedUnattachedReference>

      <wst:RequestedProofToken>

        <t:BinarySecret u:Id="uuid-7fb11a70-266a-4491-9588-b3f105c5ae0c-5" xmlns:t="http://schemas.xmlsoap.org/ws/2005/02/trust">cbGot0x8gP8Rp/r2c02O8ntkSDn7qxWR0JM0W7e78tQ=</t:BinarySecret>

      </wst:RequestedProofToken>

      <wst:Lifetime>

        <wsu:Created xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">2007-01-29T23:47:59.859Z</wsu:Created>

        <wsu:Expires xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">2007-01-30T23:47:59.859Z</wsu:Expires>

      </wst:Lifetime>

    </wst:RequestSecurityTokenResponse>

  </s:Body>

</s:Envelope>

Message 1 - Federated IP/STS Token RSTR (Response – invalid username/password error)
<s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" xmlns:a="http://www.w3.org/2005/08/addressing">

  <s:Header>

    <a:Action s:mustUnderstand="1">http://www.w3.org/2005/08/addressing/soap/fault</a:Action>

    <a:RelatesTo>1170115199</a:RelatesTo>

  </s:Header>

  <s:Body>

    <s:Fault>

      <s:Code>

        <s:Value>s:Sender</s:Value>

        <s:Subcode>

          <s:Value xmlns:a="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">a:InvalidSecurityToken</s:Value>

        </s:Subcode>

      </s:Code>

      <s:Reason>

        <s:Text xml:lang="en-US">An error occurred when processing the security tokens in the message.</s:Text>

      </s:Reason>

    </s:Fault>

  </s:Body>

</s:Envelope>
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